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SECURING WHAT MATTERS MOST

WHAT ARE PHISHING EMAILS?

Phishing emails are fraudulent messages that appear to come from
reputable sources, but they aim to trick individuals into revealing sensitive
information, such as passwords or credit card numbers.

EXMAPLES OF PHISHING EMAILS

Subject: Re: Update Payment Subscription - We can’t authorize payment September 13, 2020.
Order Number : 28443248

There's issue with your American Express account
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Unfortunately, we cannot authorize your payment for yomer scound remarstip

the next billing cycle of your subscription, Netfiix was :
unable to receive a payment because the financial S

institution rejected the monthly charge.
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TRY AGAIN PAYMENT
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American Express Compasy, Al ights ressrved

Obviously we'd love to have you back. if you change
your mind, simply restart your membership and
update your payment to enjoy all the best TV shows
& movies without interruption.

EMINDER: Export Documents//Draft B/L # DOVUN4873

Maersk Line <Lychheng Ngor@ins. Maersk.co.cn>

(5 there are problems with how this message is displayed, cick here to view i in 3 web browser
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%= TrustedBank ™

Dear

Dear valued customer of TrustedBank,
attached you will find a copy of the stamped bill of lading and the notification of anrival
We hiave recieved notice 1hat you Fave rEtEﬂtly attempted 1o withdraw the for the cargo that is expected on the aforementioned date ETA: March 30, 2020,

Tollawing amount fram your checking account while in another country: $135.25
Best Regards,
If this infarmation i35 not correct, someone unknown may have access to your
account. As 3 safety measure, please visit our website via the link below to verity Lychheng Ngar

wour personal information
Customer Service Associate

e nk rals i Customer Service
Maersk SCM
Once you hiave done this, our fraud deparment will work to resove this
discrepency. We are happy you have chosen us to do business with.
Thank you, MAERSK
TrustedBank LINE

Dameo (Cambodia) Ltd.

WTrust Tower = 7th Floor,

=Plot A, Street 169, Phum 12,
Sangkat Veal Vong, Khan 7 Makara,
Phnom Penh,
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Identifying phishing emails can be challenging, especially for beginners. Here
are some tips to help you recognize phishing emails, even if you're not tech-
savvy:

IDENTIFICATION OF PHISHING EMAILS

INDER: Export Documents//Draft B

Check the Sender's Email Address:
Phishing emails often come from addresses
that look similar to legitimate ones but may
have subtle differences, such as

misspellings or extra characters. Always o T em ! B i Bx
check the sender's email address carefully.

Bl i ot B
Pelpdies k@ mercer.edu

Look for Spelling and Grammar Errors: PR
Phishing emails often contain spelling and i

m we harve bempaarily Suspend you accoent from all mcoming mes
witing cur i bekew and fabow pramgl. bitp imerceris mercared

grammar mistakes. Legitimate organizations e
usually proofread their communications
thoroughly.

Threat of account teemination

Examine the Greeting:

Generic greetings like "Dear Customer" or
"Dear User" instead of your actual name can
be a red flag. Legitimate organizations often
use your name in their emails.

Beware of Urgent or Threatening
Language:

Phishing emails often create a sense of
urgency, stating that your account will be
closed or that you will face consequences if
you don't act immediately. Be suspicious of
such pressure tactics.
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Avoid Clicking on Suspicious Links:
Hover your mouse over any links in the
email (without clicking) to see the actual
URL. If the URL looks suspicious or doesn't
match the legitimate website of the
supposed sender, it's likely a phishing
attempt.

[y verify your User ID or
American Express® Card ac

gyre html

n digdhttp://pianco.com.br/ryqawv
Click to follow link

clickphere, or log on to https
r;‘! Jount from potential fr

our Cardmembership.

Claneedia Miller <billar 27372
Claudio Mille Villiere/ce

Express Parcel service

Be Cautious with Attachments:

o) d4738433eda.zip
Don't download attachments from unknown L4 e

Dear mail, we have sent
or unexpected sources. These attachments Parcel service.

The attachment includes
and the lists

might contain malware.

Verify with the Company:

arrival
*lease check them.

L4

Tom: GlobalPay <VT@globalpay.com» &
Subject: Restors your account

If you're unsure about the authenticity of an U T D TRANET
email, contact the company or organization

Daar customer,
directly using official contact information. et ot s e

© GlobalPaymentsing

Don't use the contact details provided in the
email, as they might be fake.

#fEchad are the death contificate of the doad accow
a5t updated statemant of account for your parusal and
that this is no Child's play

Check for Personal Information
Requests:

Be suspicious of emails requesting personal
or financial information. Legitimate
organizations don't ask for such details via
email.

1 will also nesd your full personal infeemation i o

ens
Do you know anything about invesiment of any fype, iy
name them

| await your earfiest respoas e no matter your declslon

I you have any question, feel free to ask
(emain y our beolheripartner,

Remember, it's always better to be overly cautious than to fall victim to a
phishing attack. If you receive an email that seems suspicious, trust your
instincts and take the time to verify its authenticity before taking any action.
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How Securze can help?

At Securze, we offer comprehensive Cyber Security
Awareness Training to elevate your employees'
security practices to a best-in-class level for your
business. A single oversight from an employee can
lead to significant consequences due to inadequate
training on common cyber attack vectors. We
specialize in training your employees, equipping
them with effective cyber attack defense strategies,
and ensuring they stay consistently updated on the
latest cyber trends. For more info, reach out to us at
info@securze.com

A TEAM OF PROFESSIONALS WHO HAVE TRAINED -

ﬁ icici€Lombard A AXIS BANK

—GENERAL INSURANCE—

@) IDBI BANK

£} HDFC BANK_
v

m and many more...

0 ICICI Bank
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For business inquiries,
contact us.

Www.securze.com
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